MuHoB6pHayku Poccum

SEAEPA/IbHOE FOCYAAPCTBEHHOE BIOAXETHOE OBPA3OBATE/IbHOE YYPEXAEHUE BbICLLEFO OGPA3OBAHUA

«BOPOHEXXCKWUI rOCYAAPCTBEHHbINA YHUBEPCUTET»
(®rBOY BO «BrY»)

YTBEPXKOAKO

3aBeaytowmin kKadbeapon

Bopucos Amutpuii Hukonaesuy
Kadeapa MHGOPMaALLMOHHBIX CUCTEM

21.04.2021

PABOYAA MPOrPAMMA YYEEHON AUCLIUMN/IUHDI

51.0.49 be3onacHOCTb ONEPaLMOHHbIX CUCTEM

1. Kopg 1 HaumeHoBaHue HanpasaeHuAa HOAFOTOBKM/CHEUMBHbHOCTM:

10.03.01 MHdopmaLmoHHas 6e3onacHoCTb
2. Mpodunb nogrotosku/cneumnanmsayma:
BesonacHocTb KOMNbIOTEPHbIX CUCTEM

3. KBanudukaums (creneHb) BbINyCKHUKaA:
bakanaspwuaTt

4. dopma obyueHus:

OyHasn

5. Kadeppa, oTBeualowwan 3a peannsaumio gUCLMNANHDI:

Kadenpa nHbopmaLMOHHbIX CUCTEM

6. CocraButenu nporpammbi:

CaBunHKoB AHApen FOpbesuy, 4.T.H., npodeccop
7. PeKomeHAaoOBaHa:

8. YuebHbii roa;:

2022-2023 1 2023-2024

9.llenn 1 3agaum yuebHOM AUCUMNINHDI:

O6yqume CTYyOEHTOB NPpUHLMNaAM NOCTPOEHUA 3aLLUTDI VIHCI)OpMaLI,MM 8 OC 1 aHanm3a HaJeXHOCTU UX 3aLLUTBI.

OCHOBHble 3a4a4M ANCLMUMINHDI:

e nony4yeHue 6a30BbIX 3HAHUI O MPUHLMMNAX NOCTPOEHMA noacucTem 3awmTbl B OC pasiNuHON apXUTEKTYPbI;

o 3HaKOMCTBO CO cpeactBamMn U MeTo4aMn HECAHKUMOHMPOBAHHOIO A0CTyNa K pecypcam 0oG;

e BblpaboTKa cMCTeMHOro noaxoAa K npobaeme 3awmtbl nHdopmaumm B OC;

o oB/lageHne mexaHn3amamm 3aLnTbl MHd)OpMaLI,VIVI n n3yyeHune BO3MOMKHOCTEN MO MX npeogoneHuto.

10. MecTo yue6HOI gucuUNAnHbI B CTPYKType OON:

ObAasaTtenbHas

11. NnaHupyembie pe3ynbTaTtbl 06yuyeHna no gucunnamHe/moaynio (3HaHUA, YyMEHUA, HABbIKK), COOTHECEHHbIE C
nAaHUPyeMbIMK pe3yibTaTaMu 0CBOEHUA 0b6pa3oBaTenbHOM Nporpammbl (KOMNETEHLMAMM BbiNYCKHUKOB) U

UHAUKATOPaMU UX O0CTUXKEHUA:



Kopa v Ha3BaHMe KomneTeHumn

OMK-1.1 CnocobeH
pa3pabaTbiBaTh U
peann30BbIBaTb MOJNKM
ynpaBaeHus AOCTYNoM B

KOMMNbIOTEPHbIX CUCTEMAX;

OMK-1.1 CnocobeH
pa3pabaTbiBaThb U
peann30BbIBaTb MOANKM
ynpaBaeHusa AOCTYNom B

KOMMNbKOTEPHbIX CUCTEMAX;

OMK-1.1 CnocobeH
pa3pabaTbiBaTb U
peann3oBbIBaTh NOJMKM
ynpaB/eHus JOCTYNoOM B

KOMMNbKOTEPHbIX CUCTEMAX;

OMK-1.1 CnocobeH
pa3pabaTbiBaTb U
peann3oBbIBaTh NOJMKM
ynpaB/eHus AOCTYMNOM B

KOMMNbKOTEPHbIX CUCTEMAX;

Ko 1 Ha3BaHWe MHAMKaTopa
KOMMeTeHUMUN

OlMK-1.1.1 3HaeT apXMUTEKTYpY 1
NPUHLUMbI NOCTPOEHMA U 3aALUUTDI
onepaLMoHHbIX CUCTEM

OlMK-1.1.2 3HaeT nporpamMmmHble
MHTepdelicbl HACTPOEK NOAUTUK
ynpasaeHusa AOCTYNOM B
onepaumMoHHbIX cMcTeMax

OMMK-1.1.3 ymeeT ncnoab3oBaTb
cpeAcTBa 3awmTbl UHGOPMaLMK
OonepaunoHHbIX CUCTEM ANA
NPOTUBOAENCTBUSA Yrpo3am
6e3onacHOCTM MHbOPMaLLUK

Orl1K-1.1.4 Bnageet HaBblKamm
HACTPOMKM aHTUBUPYCHOW 3aLLUTbI
npu obecnevyeHnn 6e3onacHOCTM
OnepauMoHHbIX CUCTEM

12. O6bem AUCUMNAMHDI B 3a4ETHbIX eguHULax/yac:

3/108

dopma NPoOMeXyTOUHOM aTTecTaumnm:

3aueT c oueHKon, KoHTponbHas paboTa

13. TpyaoemKocTb No BuAam yuebHoii paboTbl

Bug yuebHow paboTbl

AyANTOpPHbIE 3aHATUA

NeKuMoHHbIe 3aHATUA
MpaKTUYeCcKne 3aHATUA
NabopaTopHble 3aHATUA

CamocTtoaTenbHas pa 60Ta

KypcoBas pabota

3HaHUA, YMEHUSA, HaBbIKK

3HaTb apPXMTEKTYPY M MPUHLUMMbI
NOCTPOEHUSA N 3aLWMUTbl ONEePaLNOHHbIX
cnctem

3HaTb NporpammHbie MHTepdechbl
HACTPOEK MOJIMTUK yNpaBieHUn
[0CTYNOM B ONepauMOHHbIX CUCTEMAX
UNIX, FreeBSD, GNU/Linux n MS
Windows

YMmeeT ncnosib3oBaTb BCTPOEHHbIE
CpencTBa 3alnTbl MHPOPMaL MK
onepaumoHHbIx cuctem GNU/Linux n MS
Windows ans npoTMBoAenCcTBUS yrpo3am
6e3onacHOCTM MHOPMaLUK

BnageeT HaBblKamMu HAaCTPOMKM
aQHTUBMPYCHOW 3aLUMTbI U CETEBOTO 3KpaHa
onepaumnoHHbIX CUCTEM

GNU/Linux n MS Windows

Cemectp 4 CemecTtp 6 Bcero
0 60 60
30 30
0
30 30
0 48 48
0



MpomexyTouHas aTrecTaums

Yacbl Ha KOHTPO/b

Bcero
13.1. Copep:xaHue AUCLUUNAUHDI

n/n HaumeHoBaHwWe pasgena
ONCUMNAUHDI

1. lekuum

1.1 OCHOBbI 3aLWUTbI
MHbopmaumn B
onepaumoHHbIX cucTeMax

1.2 YnpasneHune goctynom

1.3 AyTeHTUOMKaLmA
nosnb3oBaTenel n
npoBepKa LeaoCTHOCTH
nHdopmaumun

1.4 PasrpaHunyeHune poctyna B
Unix 1 Unix-nogo6HbIx
cmcTemax

0 0 0
0
0 108 108

CopeprkaHue pasgena AUCLUNANHDI Peanuzauua
pasgena
ANCUMUNAUHDI C
MOMOLLbHO
OHNalH-Kypca,

3YMK

Obwme TpeboBaHUA K 3aLuTe
MHbOPMALLUN, TEXHUYECKME U

AL MUHUCTPATUBHbIE METOAbI 3aLLUTHI,
YPOBHM [0BEPUSA, NOSUTUKN
6e30nacHOCTM, NPODUM 3aLUNUTDI

O6beKTbl, CybbeKTbl U MeToAbl A0CTYNa,
MOAENN yNpaBAeHUA [OCTYNOM,
M30/IMPOBaHHas NporpaMmmHas cpeaa

dakTopbl ayTEHTUDUKALMM, XpaHEHME
naponemn, ayTeHTUPuKauma no
OTKPbITOMY KaHany, 04HOPa30Bble
napoaun, MHorodakTopHas
ayTeHTMdUKaumn

basoBaa MmoAe b pasrpaHMYeHns gocTyna
B UNIX-nogobHbIX cuctemax, yuyeT
no/ib3oBaTesiel 1 XxpaHeHne naposien,
pervcTpaLLma noab3oBaTenen U BXos, B
cuctemy,

PAM



1.5 MeToabl 3aWmThl
nHdopmaumm B Linux

1.6 MeToabl 3aWmThl
UHbopmaLmn B
Windows

1.7 OcHOBbI ceTeBOM
6e3onacHoCcTM

1.8 AyanT B onepaLMOHHbIX
cucTemax

2.

MpaKTuyeckue

3aHATUA

3.

NabopaTtopHbie

pabotbi

3.1 YnpasneHue
nonb30BaTeNIAMN B
Linux

3.2 KOHTpOAb LuenocTHocTm

daninos B Linux

Bo3morkHocTU (capabilities) noTokos B
Linux, ynpaB/ieH1e BO3MOXHOCTAMM,
CMWUCKM KOHTpoAs gocTtyna Linux,
[0MNO/IHUTE IbHbIe aTpubyThbl hainnos,
nsonauma (NpocTpaHcTBa MMeH) B Linux,
cuctema sudo, seccomp, SELinux,
AppArmor

JeckpunTopbl 3alLMTbl U1 MapKepbl
[0CTyna, ONvLeTBOpeHne, CNCKU
KOHTponsa aoctyna 8 Windows

MesKkceTeBol aKpaH (bpaHamayap)
Linux n Windows

ypHanbl ayguTa Linux n Windows,
dUNbTPbI ayamnTa

Co3faHue y4eTHOM 3anucu,
npucoeavHeHue K rpynne, 3ameHa
nporpammbl (060/104KM) NoNb30BaTENS,
co3JaHu1e NceBAono/b30BaTeNa Ans
3anycKa nporpammbi

BbluMcieHWe 1 NpoBepKa KOHTPOJIbHOM
CYMMbI, NPOBepKa LLeJI0CTHOCTH
nporpammbl Npu 3amnycke



3.3 N3yuyeHne PAM

3.4 M3yuyeHre BO3MOXKHOCTEM
(capabilities) Linux

3.5 N3yyeHune nsonauum
pecypcos Linux

3.6 N3yyeHne noacmucremel
sudo

3.7 N3yyeHue noacmucrteml
seccomp

3.8 N3yueHne mexceTeBoro

3KpaHa Linux

3.9 N3yyeHne mexaHM3moB
OrpaHMyeHun 3anycka
nporpamm B Windows

3.10 N3yyeHne mexceTeBoro
3KpaHa Windows

Peanunzaumna mogyna PAM,
peanunsyroLero ayTeHTMGUKaLuo no
cepuiiHoMy Homepy ycTpoictea USB

YcTaHOBKa BO3MOKHOCTEN NPOorpammbil
019 BbINOJIHEH WA NPUBUIETMPOBAHHbIX
nencrTenin 6e3 ncnosib3oBaHus root

Co3pfaHue N30/IMPOBaHHON ceTeBOM
cpefbl, CO34aHMe CETEBOrO TYHHENA ANA
[O0CTyNna K M30/1MPOBaHHON cpese,
yTunuTta unshare, dainosas cuctema
/sys/fs/cgroup/

Co3pgaHue npasuna gnAa KOHKpPeTHOro
nonb3oBarena

OrpaHun4yeHure 3anycka nporpamm 1
[ocTyna K daiinam 3a cyeT peanmsayum
bUNbTPa CUCTEMHbBIX BbI30BOB

CospgaHue npasun ansa netfilter,
OorpaHn4mMBarOWMX AOCTYN K OTAE/IbHbIM
ceTeBbiM MNPOTOKO1aM M NMopTam

Co3paHuve npaBua NOMIUTUKM
OrpaHUYeHuns 3amnycka nporpamm

CospgaHue npasun ansa netfilter,
OrPaHNYMBAIOLLUX AOCTYN K OTAEbHbIM
ceTeBbIM NMPOTOKO1aM M MOpPTam

13.2. Tembl (pasgennbl) AUCLUNAUHDBI U BUAbI 3AHATUIA

Ne HanmeHoBaHue
n/n  Tembl (paszena)

J1eKUMOHHbIe
3aHATMA

MpakTnyeckme
3aHATUA

CamocTosATebHan
pabota

JNTabopaTtopHble
3aHATUA

Bcero



10

11

OCHOBbI 3aLWUTbI
nHoopmauun B
onepaumoHHbIX
cucTemax

YnpasneHue
O,0CTynom

AyTeHTUdUKaumn
nosib3oBaTesnel n
npoBepKa
LLeI0CTHOCTK
MHpopmauum

PasrpaHunyeHune
goctyna B Unix n
Unix-noao6HbIx
cmcTemax

MeTtoabl 3aWmThI
nHdopmauun B
Linux

MeTozab! 3aLWuThI
nHbopmauun B
Windows

OcHOBbI ceTeBoM
6e3onacHocTH

Ayaut B
onepaumoHHbIX
cmcTemax

YnpasneHue
nosb30BaTeNAMN B
Linux

KoHTponb
L,e/I0CTHOCTK
¢dainos B Linux

N3yuyeHne PAM



12 N3yueHne 0 0 2 2 4
BO3MOXKHOCTEMN
(capabilities) Linux

13 N3yueHne 0 0 4 4 8
M3onaumm
pecypcos Linux

14 N3yueHne 0 0 4 4 8
noacuctemsl sudo

15 N3yyeHune 0 0 2 4 6
noacucTemMbl
seccomp

16 N3yueHne 2 2 4
MeXaHM3MOB
orpaHuyeHus
3anycka nporpamm
B Windows

17 N3yyeHune 0 0 4 2 6
MeXCceTeBoro
3KpaHa Linux

18 N3yyeHune 0 0 4 2 6
MEKCeTeBoro
aKpaHa Windows

30 0 30 48 108

14. MeTtogunueckue yKasaHuA ana obyyalowmxca no 0OCBOEHUIO AUCLUNAWNHDI

OucumnnavHa TpebyeT paboTbl ¢ haitnamu-npeseHTaumaMm NeKLMIA U COOTBETCTBYIOLLMMM rN1aBaMn PEKOMEHA0BAaHHON
OCHOBHOM NIMTEPATYpPbI, a TaKXKe, 0653aTe/IbHOrO BbIMOJHEHWUA BCeX 1abopaTOPHbIX 3a4aHWiA B KOMMbIOTEPHOM Knacce.

CamocTonTeslbHan paboTa NpoBOAMTCA B KOMMbIOTEPHbIX Knaccax PKH ¢ ncnonb3oBaHMEM METOANYECKMX MaTepranios
pacnosioxeHHbIX Ha yuebHo-meToamnyeckom cepsepe PKH "\\fs.cs.vsu.ru\Library" 1 Ha cepsepe Moodle BIyY
moodle.vsu.ru, BbInoAHEHWEM 33434 KOHPUTYPUPOBaHWA BUPTYanusnposaHHoi UC. Bo Bpemsa camMocTosTelbHOM
paboTbl CTYAEHTbI MCMNO/Ib3YIOT 3/1EKTPOHHO-6MBIMOTEUYHbIE CUCTEMDI, AOCTYMNHbIE HA NopTane 30HanbHOM BrubanoTeku
BrY no agpecy www.lib.vsu.ru. Yactb 3agaHunit MoKeT 6bITb BbINONHEHA BHE ayAUTOPUIA Ha AOMALLUHEM KOMMbLOTEpPE,
nocse KonMpoBaHUA MeTOAMYECKUX YKa3aHuii U Heobxoaumoro MO ¢ yyebHo-meToguueckoro cepsepa OKH.



MpY Mcnob30BaHNM AUCTAHLMOHHbBIX 06Pa30BaTENbHbIX TEXHOOTUIA U SNIEKTPOHHOTO 06YyYeHMA BbIMOHATL BCE
YKasaHuA npenogasaTesniei, BOBPEMA NOAKAOYATLCA K online 3aHATUAM, OTBETCTBEHHO MOAXOAMTb K 3a4aHUAM ANS
camocToaTeNnbHOM paboTbl.

15. I'Iepequb OCHOBHOMW U AOHOI’IHMTEI’IbHOﬁ nTepaTtypbl, pecypcoB UHTEPHET, HeOGXOAMMbIX ANA 0CBOeHuUA

OUCUMN/INHDI

No MCTOYHMK

n/n

1 TexHonormu obecneveHns 6e3onacHOCTU MHGOPMAaLIMOHHBIX cMCTEM : y4ebHoe nocobue / A. /1.

MapyxneHko, /1. 0. MapyxneHko, M. A. EppemoB 1 ap. — MockBa ; bepauH : AnpekT-Meana, 2021. — 210 c.
// 9BC YHusepcutetckasa 6bubnumoteka. — URL: https://biblioclub.ru/index.php?page=book_red&id=598988

6) LoNONHWUTENbHAA IMTepaTypa:

Ne McTouHmK
n/n
1 Mpoxoposa, O. B. UHPopmaLmoHHaa 6e30nacHOCTb 1 3awwmuTa MHbopmaumn : yuebHuk / O. B. Mpoxoposa ;

CamapCcKuii rocyapCTBEHHbIM apXUTEKTYPHO-CTPOUTENbHbIN YHUBepcuTeT. — Camapa : Camapckuin
rocyAapCcTBeHHbI apXUTEKTYPHO-CTPOUTENbHBIN yHMBepcuTeT, 2014. — 113 c. // 9BC YHuBepcuTeTCcKan
6ubamoteka. — URL: https://biblioclub.ru/index.php?page=book&id=438331

8) MHGOPMALMOHHbIE 3/1eKTPOHHO-06pa3oBaTe /bHbIE PECypChbl:

Ne n/n NCTOYHUK

1 Bubnunoteka BIY, http://www.lib.vsu.ru
2 Cepsep yuebHo-meToamyeckmx matepuanos ®KH, \\fs.cs.vsu.ru\Library
3 O6pasoBaTeibHbIi NopTan "INeKTPOHHbIN yHMBepcuTeT BIY", http://edu.vsu.ru

16. NepeyeHb yueb6HO-meTOAMUECKOrO 06ecneyeHUa ANA CAaMOCTOATENbHOM PaboTbl

Ne n/n NCTOUYHUK
1 Cepsep yuebHo-memoouyeckux mamepuasos ®KH, \\fs.cs.vsu.ru\Library
2 Ob6pazosamenbHblli nopman "3nekmpoHHsili yHusepcumem BIY", http://edu.vsu.ru

17. O6pasoBaTenibHble TEXHONOrMU, UCNOJIb3YEMble NPU peannsaunmn yuebHoi aMcUnnInHbI,BKAIOYanA
OUNCTAHUMOHHbIe obpasoBaTtesibHble TexHonoruu (A0T), aneKTpoHHoe obyyeHue (90), cmewaHHoe 0byyeHue):

Jlekumn-Bm3yannsaLmm ¢ 4EMOHCTPaLMEN UAMOCTPATUBHBIX M rpadUUecKmMx maTepuanos, aHUMaLmm, 610K-cxem
aNrOPUTMOB M MPUMEPOB UCXOAHOMO KOAa, AEMOHCTPaLMEN BbINOAHEHUS KOMaHZ OMepaLmnoHHON CUCTEMO,
nabopaTtopHble paboTbl.

Mpwn peannsaummn ANCUUNAUHBI MOTYT UCMO/Ib30BATLCA TEXHO/IOTUU 3N1EKTPOHHOIO o6yquvm N ANCTaHUMOHHbIE
O6pa3OBaTEI'IbeIe TexHonormmn Ha 6ase noptana edu.vsu.ru, a TaKXe gpyrue A0CTynHble pecypcbl CeTn MHTepHET.



18. MartepmanbHo-TeXHUUYecKoe obecneyeHne AUCLUNINHDI:

1 JleKumMoHHas ayauTopua, OCHalLLeHHAA BUAEONPOEKTOPOM.

2 KomnbloTepHbIM Knacc AN NpoBeAeHUA 1abopaTOPHbIX 3aHATUN, OCHALLLEHHbIM BUAEONPOEKTOPOM, KOMMbOTEPAMM
¢ OC Windows c ycTaHOB/IEHHbIMU cpeaol pa3paboTkm MS Visual Studio n BupTyanbHolt mawmHon VirtualBox ¢
obpasom onepaumoHHomn cuctembl GNU/Linux. O6bem cBoboaHoM nocne 3arpyskm OC onepaTMBHOM NamaTh Ha
pabouee mecto He meHee 4 b (TpebyeTca Ana BUPTYasibHbIX MALIMH).

19. OueHouHble cpeAacTBa ANA NPOBEAEHUA TEKYLLEN U NPOMENKYTOUYHOM aTTecTaunii

MopAAoK OLLEHKM 0CBOEHMSA 0byYatoWwmmmca yuebHOro matepmnana onpeaenaerca CoaepXaHmem cieayolmx pasaeios
ONCUMNINHDI:

Ne Pasgenbl aucumnanubel (moaynm) Kog KomneTteHumn Kopg nHankaTtopa OueHo4YHble cpeacTBa
n/n ONA TEeKyLWen aTTecTaumm
1 OcHoBbI 3aWMTbl UHGOPMALUK B OlMK-1.1 OMNK-1.1.1 CobecepnoBaHue

onepauMOHHbIX CUCTEMAX
AyTeHTMOMKaALMA NOb30BaATENEN U
NpOBepPKa LLe/IOCTHOCTH
nHbopmaLmn

OcHoBbI ceTeBOl He3onacHoCTH
AyauT B ONEPALMOHHbIX CUCTEMAX

2 YnpasaeHue 4OCTyNom OnkK-1.1 OnK-1.1.2 CobecepnoBaHue
PasrpaHnuenmne goctyna B Unix u
Unix-noao6HbIX cuctemax
MeTozbl 3aWuTbl UHGOPMALLMK
B Linux

MeTozbl 3aWwmTbl MHGOPMaLUK B
Windows

3 YnpasneHne Nonb30BaTeENAMM B OlK-1.1 OMNK-1.1.3 KoHTposbHasa paboTa
Linux
KoHTpo/ib LLenocTHocTH $aliios B
Linux
N3yyeHne PAM
MN3yyeHne BO3MOXKHOCTEN
(capabilities) Linux
M3yyeHne nogcucremol sudo



4 M3yyeHune nogcmcTembl seccomp OlK-1.1 OMNK-1.1.4 KoHTposbHasA paboTa
MN3yyeHne mexaHU3MOB
OrpaHUYeHMnA 3anycka NpPorpamm B
Windows
MN3yyeHne mexceTeBOro sKkpaHa
Linux
MN3yyeHne mexceTeBOro sKkpaHa
Windows

MpomerKyTo4Has aTTecTaums

dopma KOHTPONA - 3a4eT ¢ oLeHKoM, KoHTponbHan paboTa

OueHouHble cpeAacTBa 414 NPOMENKYTOYHOM aTTecTaumm

CobecepnoBaHue

20 TunoBble oueHOYHbIe CPeaCcTBa U METOAUUYECKME MaTepuasbl, onpegensaolme npoueaypbl OLEHUBAHUA
20.1 TeKyLKii KOHTPOJIb YCNEBAEMOCTH

3a4aHuA K KOHTPObHOM paboTe

1. B onepaumoHHo cucteme GNU/Linux co3aaiiTe y4eTHyIO 3anMcb NCEBAONOb30BaTENA A5 3aMyCKa NPorpammbl
date

2. B onepaunoHHol cucteme GNU/Linux onpeaenvte npasmno sudo, KOTOpoe No3BosAeT Nosb3osaTento userl
BbIMO/HATL OT UMEHMU user2 komaHabl mkdir n rmdir

3. B onepaumoHHol cucteme MS Windows co3gaiTe yyeTHyto 3anuncb nosibsosatena Windows v paspelmte emy
BXOZ, B CUCTEMY TO/IbKO C NOHeAe/IbHUKa No NATHUUY ¢ 8 A0 17 yacos

4. B onepaumoHHoi cnucteme GNU/Linux onpeaennte pasuao sudo, KOTOpoe No3BOAET YAeHaM rpynnbl operaror
BbIMO/IHATL KOMaHApbl /mount n /umount 6e3 BBoaa Napons

5. B onepaumoHHol cucteme GNU/Linux co3gaiiTe npaBMI0 MeKCETEBOrO 3KpaHa 4/1A 3anpeTa A0CTyna C /IOKa/lbHOro
KomMmnbtoTepa K canTy www.anekdot.ru

6. B onepaumoHHol cucteme MS Windows ¢ UCnosb30BaHMEM KOMAHAHOM CTPOKM CO34aMTe NpaBuio bpaHAMay3pa
418 610KMMPOBKM BXOAALLMX 9X0-3aMNPOCOB B NyHANYHbIX CEeTAX

7. B onepaunoHHoli cucteme GNU/Linux co3aaiiTe y4eTHYH0 3anmcb No1b30BaTte s U orpaHnybTe CPOK AEUCTBUA ero
naposia nonb3osaTensa Ao 10 agHel nocae yCTaHOBKM

8. B onepaumoHHol cucteme MS Windows co3galiTe y4eTHYO 3anmncb HoOBOro nosibsosatens Windows u orpaHuybTe
cpok ee gencreus go 10 gHel

9. B onepauuoHHol cucteme MS Windows 3anpeTtute 3anyck peaaktopa peecrtpa

10. B onepaumoHHoi cnucteme GNU/Linux cosaaitte cooblieHme, KoTopoe byaeT 0TobparKaTbCA B KOHCOIM MPK
KaX0M BXOZe No/b30BaTeNsA B cMCTEMY

OnucaHue TexHoNormMmn nposeaeHun

KOHTpO/IbHbIE paboTbl BbIMOMHATCA HAa KOMMbIOTEPE M Ha MPOBEPKY CAAETCA UCXOAHbIM KOA UM IMCTUHT KOMaHAb!
MHTepdelica KoOMaHAHON CTPOKMK

Tpe60oBaHUA K BbINOJHEHUIO 3a4aHUI (MK WKAAbI U KPUTEPUM OLLEHUBAHUA)

B KOHTpO/'IbHO[;I pa60Te BCe 33Z,aHUA OLEHNBAOTCA B 5 6annos (MaKCVIMaﬂbHO BO3MOXXHaA CyMmMma Npu BbINOJIHEHUN
BCex 3a,u,aHm‘/'1 -50 6ann03). Mpwn OLWMOKax B BbINOJHEHUN 3a4aHNA UM He NOJIHOM BbINOJ/IHEHUM OLUE€HKA 3a 3adaHne
cHmKaeTcA. OueHKa 3a KOHTPOJ1IbHYIO pa60Ty onpegenAaeTca Kak cymma 6annos, HaﬁpaHHbIX 3a BCe 3a4aHunA.

20.2 MMpomeKyTouHasa aTrecTraumsa
MepeyeHb BONpPOCOB K cobeceaoBaHUIO

1. O6uwwme TpeboBaHUs K 3awmTe nHGopmaLumn. TexHMYeckme 1 aaMUHUCTPATUBHbIE METOAb! 3aLLUTbI.



2. Tonutuka 6e3onacHoOCTy.

3. YpoBeHb goBepus. OLeHoYHble YpoBHM goBepusa. Mpoduab 3aLLmTbI.

4. YnpasneHue goctynom. O6beKTbl, CybbeKTbl, MeToapl AocTyna. MNpaso goctyna. Mpusunerusa. MonHomoums. Ponb.
Cynepnonb3oBaTenb.

5. Tunosble mogenu ynpasneHuns goctynom (Aatb obLiee onpeaeneHne gUCKPELMOHHOIO yrpaBaeHUs AOCTYNOM,
MaHAATHOrO yrnpaB/ieHMe AOCTYNOM U U30/IMPOBAHHOM NPOrpammHoOM cpeabl)

6. [nckpeumoHHoe ynpasneHue goctynom. Matpuua goctyna. MaHaaTt BO3mMoXKHocTe. CMMCOK KOHTPOIA A0CTyna.

7. MaHpgaTHoe ynpasneHue goctynom. Mogenb benna-/lanagynsl.

8. W3onupoBaHHaa nporpaMmHan cpega.

9. AyTteHTMdMKauna nonblosatenen. PakTopbl ayTeHTUOUKaLMKM. OAHOPA30BbIN NAPONb.

10. MHorodaKkTopHas ayTeHTUdMKaumA. XpaHeHWe naponen.

11. Anroputm nposepku LenoctHoct HMAC.

12. AyteHtudumkauma HOTP Ha ocHOoBe 0OHOPA30BbIX NAPONEN.

13. AyteHTudumKauma TOTP Ha ocHOBe 04HOPA30BbIX Naponei.

14. Anroputm OCRA - anropuTm B3aMMHOW ayTeHTUdMKALMU Ha OCHOBE B3aUMOZENCTBUA 3aMpOC-0TBET.

15. basoBas mogaesnb pasrpaHmyeHna goctyna B UNIX-nogobHbIn cuctemax. Macka goctyna ans ¢pannaos 1 KaTaaoros.

16. Yuet nonbsosateneit 8 UNIX-nogo6Hbiii cuctemax. Paiin /etc/passwd. Yuet rpynn. XpaHeHue naponeit 8 UNIX-
noAobHbIN cucTEMAX.

17. Mcesgononb3oBatenn. CtaHaapTHbIe nosib3oBaTtenu 1 rpynnbl B UNIX-noaobHbil cuctemax. CosgaHne HOBOro
nonb3oBaTens.

18. ®ainbl KOHPUIYpaLUKM cMCTEMbI yYeTa nonb3osaTtenei B Linux. MHMUManmM3auma AomallHero Kataiora HoBoro
nonb3osatena. CTaH4APTHbIE YTUANTbI YNPABIEHUA YYETHbIMM 3anmMcAmM B Linux.

19. Linux: Bxog nonb3oBaTens B CUCTEMY.

20. PAM. Mogaynun PAM. KoHdurypauma PAM. Kputepumn ycnewHomn ayTeHTMdMKaLmm. PaclumpeHHbln CTUAb
KoHdurypaumm B Linux.

21. CnKUCKM KOHTPOAA A0CTYyMa U AOMNOJIHUTENIbHbIE aTPUBYTbI PpaliioB B palinoBbix cuctemax Linux.

22. Cucrema sudo. Mpasuna sudo. ®aiin sudoers. KypHan sudo.

23. Ob6nA3aTenbHbI KOHTPOJIb LLENIOCTHOCTU M KOHTPOb YYeTHbIX 3anucent B Windows

24. OrpaHu4YeHue NCnob3oBaHUA NpuaoxKeHnin B Windows

25. MerKceTeBoW 3KpaH Linux

26. MexceTeBol aKkpaH Windows

27. AyaguT 6esonacHocTum B Linux

28. AyauTt 6esonacHoctn B Windows

OnucaHue TeXHONOIUMU nposeaeHuA

CO6EC€,£I,OBaHMe nponsBogunTCA B d)opN\e YCTHOrIO OTBE€Ta Ha 3a,D,aHHbIVI Bonpoc. I'IpM HEO6XOAMMOCTM npenogasartesib
MOXET 3a4aBaTb YTOYHAKOWME BONPOCHI.

TpeGOBaHMH K BbINOJIHEHUIO 3ap,a|-mii, WKaJibl U KpUuTepmn oueHnBaHUA

OueHKa 3HaHUM, YMEHWUIN 1 HaBbIKOB, XapaKTepu3yoLLas 3Tanbl POPMUPOBAHMNA KOMMNETEHLMI B PaMKaXx U3y4yeHUs
OMCUMNANHDI, OCYLLLECTB/IAETCA B XOAE TEKYLLEN M MPOMENKYTOUHOM aTTecTaunii. Mpu oueHNBaHUN pesynbTaToB
NPOMENKYTOUHOM aTTecTalmm UCMOo/Ib3yeTcAa KOMYECTBEHHan LKana oueHoK. OLeHKa 3a KOHTPOsIbHYO paboTy
CKN1aAblBaAOTCA C OLLEHKOM, MONYyYeHHOW Ha cobecegoBaHUM, U pe3yabTaT HopmupyeTca K 100 6anbHOM LWKane.
MonydeHHOE 3HaYeHUe onpeaenseT ypoBeHb ChOPMMPOBAHHOCTM KOMMETEHLMIA U UTOTOBYIO OLLEHKY (4,0CTaTOUHbIN
— YO0B/NIETBOPUTE/NBHO, XOPOLLO, OT/IMYHO UAN HEAOCTAaTOUHbIN — HEY/10BNETBOPUTE/IbHO) COMNAcHO CeaytoLei
LKane:

e  OLEHKa «oTAnM4yHo» - 90..100 6annos

®  OUEHKa «xopolwo» - 70...89 6annos

®  OUEeHKa «ygoBnetTBoputenbHo» - 50..69 6annos
®  OLEHKa «HeyaoBneTBopuUTeNbHO» - 0..49 6annos



